
Education Assessment

✓ Educational value has been assessed
Comments: (i.e. strengths, limitations, best practice suggestions)

In Prodigy, an adaptive math-practice game set in a fantasy role-playing universe, students

customize colorful, anime-style avatars and send them off to the Wizard Academy to prepare for

battle. Wizard spells are powered by math problems. As students progress in their math skills,

so do their characters, learning new spells to use against enemies. To use these spells

successfully, students must flex their math knowledge and answer questions that cover a lot of

content and adjust to students' abilities.

This program should not comprise the entirety of a math program but solely be used as a

supplemental resource.

No consent required as long as alia is being used.

Preliminary Privacy Impact Assessment

Digital resource Prodigy Privacy Policy

Does a PIA exist?  (Vendor, ERAC) No

Is there a ‘data link’ (e.g.. Pulling PI data

from one source to another)?

No

Describe how PI is (requires examining TOU and Privacy Policy)

Collected

What PI data is collected?

List all the PI that could be collected

from students, teachers, parents

through using the service

● Students First Name and Last Name initial or an alias can be

used

● If students are registering to play they may have to disclose

their parents email address, but if in a class they should not.

● Performance Data

● Location data is collected to provide better user experience

Used

What is the PI used for?

Will PI be used to make decisions that

directly affect individuals?

Does the company use the PI to

advertise its services or those of other

companies to students, teachers or

parents?

● Information is used to access the program and provide a

personalized education experience.

● Information collected from students is never used or

disclosed for third-party advertising or any kind of

behaviorally-targeted advertising, and it is never sold or

rented to anyone, including marketers or advertisers.

● Prodigy may share aggregated, non-personally identifiable

information with the public for marketing or other purposes

https://www.prodigygame.com/main-en/privacy-policy/


Disclosed

Who will/can have access (vendor,

partners, legal)?

● Third Party Service Providers will have access to help provide

services, analytics or legal requirements

● Third-party service providers will have their privacy policies

reviewed by Prodigy on an annual basis to ensure that any

changes made do not affect compliance with all applicable

legislations.

● School teachers and administrators

Secured

Measures in place to secure –

encryption, passwords, software and

platform updates, independent testing

for security

● Passwords are protected through salted hashing

● Data in transit is protected through SSL encryption

● Prodigy also conducts periodic data reviews to theirs data

collection, storage and processing policies

Stored

Where is the data being stored?

- What hosting providers are being

used?

- What hosting region(s) are data

being stored in?

● Student data is stored in the United States

Kept Accurate ● Prodigy is committed to keeping data safe and secure and

keep their privacy policies up to date with current regulations

● Small changes will be informed through the website

● Major changes to policy, users will be informed through email

Retained

Expiry, deletion, backup/restore

- How are requests made by

students, teachers, parents,

district staff for data to be:

Deleted, Downloaded

- What are the retention policies

(not, e.g., 1 yr retention if PI used

to make decisions that affect

individuals)

● As a parent, teacher, or school/district administrator, you can

view and/or modify your information through your

password-protected Prodigy account. Your Prodigy account

also allows you to view and/or modify information for your

child(ren) and student(s).

● At anytime data can be deleted by contacting Prodigy

RECOMMENDATIONS

❏ Approve the application/extension with

some considerations

COMMENTS

- This program should not comprise the entirety of a math

program but solely be used as a supplemental resource.

- No Parental consent is required as long as a student alias is

being used.
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